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B2/ Self Introduction

My name: Kapper

Twitter account: @kapper1224
HP:http://kapper1224.sakura.ne.jp

Slideshare:

My Hobby:Linux, *BSD. and Mobile ARM Devices

My favorite words:Record than experiment important

Test Model:Netwalker(PC-Z1,T1). Nokia N900, DynabookAZ, RaspberryPi
Nexus7(2012,2013). Hercules eCAFE EX HD. Jetson TK-1,
OpenPandora, ARM Chromebook, ZTE OPEN C (FirefoxQOS)
B EAndroidE FE#= HEECD-920.CD-928

Recent Activity:
Netwalker on the Linux from Scratch.

Hacking of Android Nexus7.

| have recently often use the ARM Chromebook.


http://kapper1224.sakura.ne.jp/
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Android OSMD{1#E A 9

e Linux KernellZlZIEXE—. X&=FEH T ICFramebuffera L

TE&KRX. DalvikVM(Java VM) &TESAT ) =B E

4. libc(bionic libc)EBSDZA1 Y AD M H.,
* Bootloadert A—H—BEER A TaKU-bootiEFEX A 1

IEIFIER—  XAEFE>TWAWLWDTRIEME

<0

Home App

Web App

Web Site

Extention

JavaScrpit

Flash

HtmI5 / Webkit

Application Framework

Zygote(Android GUI<Xorg)

System Library(bionic libcfth)

Linux Kernel,init

Bootloader

Android Firmware(factory,U-boot, Coreboot,SeaBIOS)

Hardware

£EZHRE: the Android Open Source Project


http://mixi-inc.github.io/AndroidTraining/introductions/1.01.about-android-os.html
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HE: AWalk Through the Cortex-A Mobile Roadmap
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Raspberry = Netwalker Raspberry Dynabook Nexus7 Nexus7 Chrome Jetson CF-T8 Xeon CF-S10

Pi Pi 2 AZ(AC100) (2012) (2013) Book TK-1 E5520
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MikutterxDebian norootT{ED
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» Debian norootx AN CLibreofficet A F T,
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WindowsZ&E&) 452 EEREETY,
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7 7UALEWN Y LET, (Exagear-DesktoplZAndroid CEIEE )

o x86I$:LI/—*“/E|‘/75;1§2_Li\Windows’@NetBSDfat/wb‘Eo
TegraK-1TWin98h*HDBench TPentium2 266MHzAEH TL 7=,
Nexus9 TWindowA &) H § %M?‘\_J:’)?ll/\uﬁh_?l%ﬂb‘é:

e« ARMTOQemuIIaDNYFIT—IIE
x86 ARM=3:1 \
THEHE)VNUERREDICIZIF LB
ZYSARMA LTI 21 4EEIEWER T 1o,

40,000

35 000 Qemu 35,526 m floating point MIPS (Whetstone) per CPU
30’000 WIindows2000 Hinteger MIPS (Dhrystone) per CPU
’ HDBench ‘
25,000 BOINC Bench
20,000  ARM X386 ARM x86
15,000 12,119
10,000 6.118 8,064
5,000 1 301 4,062 514 2,941 .
0 :
Cortex-Al5 Core i5-2540M | Cortex-A15 Core i5-2540M
Tegra K-1 2.60GHz ! Tegra K-1 2.60GHz
2.1GHz 2.1GHz ===
Acer Chromebook13 ~ CF-S10 Acer Chromebook13 ~ CF-S10 , ' .
Qemu Win2000 Qemu Win2000 BOINC Benchmarck ~ BOINC Benchmarck S _____L
HDBench4.6.1 HDBench4.6.1
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* Android®rootit

l.rootilb 7 VA {FE>TI7— LI T 5EMZ 5
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Root{t,,Nexus7 T®OUnlockfF|

Android®DUnlock®—1fl& U TNexus7Ca U CTHE T,
Nexus7II A —H—DIREIHNE\EFETT,

BRI DOWREICE L TIE, #ULVEREERLDDXT, SEIIFEZLEXT,

AR %Y

Ubuntul2.04CABENN 1 > XA R =)= fzPC (Windows TH71] )

MicroUSB-USB4 — ')l
Nexus 7 TabletZd<{K (8GB, 16GB, or 32GB)

Android SDKM QY Y ., fastboot®1 > X =)l

Nexus7TOEBIRENRY VR U TEREOFFICUX T,
BEMINFEULUESELEHEDICHIET "ERRTY
"volume downiR7 > ; ZHUEBHASBEEIUET,
FOA FEOEEERNHTL B3I TT,

Nexus7 &UbuntuPCZ&MicroUSB-USBS — 7))L T
BETE9,

PCH\SfastbootAX Y RAEET
sudo fastboot oem unlock

Unlock Bootloader®IEIE T ' Yes, Z1EIR UBILE)

Unlock bootloader?

if you unlock the bootloader, you will
be able to install custom operating
system software on this phone.

A custom OS is not subject to the
same testing as the original 0S, and
can cause your phone and installed
applications to stop working properly.

To prevent unauthorized access to
your personal data, unlocking the
bootloader will also delete all personal
data from your phone (a “factory data
reset”).

Press the Volume Up/Down buttons
to select Yes or No. Then press the
Power button to continue.

Yes
Unlock bootloader (may void warranty)

No
Do not unlock bootloader and restart phone



Nexus Root Toolkit

» WindowsHH T9 HA'GUITNexus7®Unlock, root{t,H

« B
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Nexus Root toolkit 7 U @A D >O— K
Google USBFES A /\D1 VX =)L
USBTNexus7ZE 22| \ T2
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Nexus Root Toolklt

Unlock. root{t,
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Android Terminal&Busybox
e Terminal Emulator&Busybox& {52 & T

Linux®D EL AN By 72 14 5 75:1%’) ZED

Hi K 2

S

* BusyboxidEARMZZCUIY —ILH Y MIE>T
HY—BYDEINHEET (cp,wget,w3mftt )

¢« AT LNT I CAELEZLTETHE LJZ(rootﬂ:b‘
WETY, chrootL TLinuxZz= AN 3[R

Android Terminal

g P

Busybox
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Debian Kit&Complete Linux 7
» Android_E CchrootIRIE%Z#5E L Capt-getL T
Ny —I% ANB7 7)), Debianfb H* k5,

e Androidz=> V7 ILICH— /B TE S, rootib A

WBEDEWVWSEWEDE,
e Debian KitiZAndroidDFH 7

‘IZXU,))/— N

1 Capt-getNMEZ B HEARDOT, BHENS

W(NTRD7?)

e Debian NorootHh A1
LbRWEHWRIERITE

Complete Linux



XY —/N\%ZHEIT S *

* AndroidMDZygotelRiE ETIIXT 7 I EAFTHE
A DY, Xserver%i CLEITNIIXT TUDMEAE T,

e Android T{EZA B XH—/N\
1. Xserver-SDL
2.VNC Server
3.Zygote%=%&E L TXY — /A
=>& YFINRILDSADNRND TY I AWNIE




TightVNCserver&VNCviewer

e £E2EEBRFAXT— /DB DVNCserver

* chrootIRIE CTightVNCserverz 2§t
BZICAndroid ETXIRIEZIIB EITHNET,
sudo apt-get install tightvncserver
tightvncserver -geometry 1024x600

* HPEBAGRBHRIFLTEDIZELARETY,

VNC Viewer Complete Linux

2R2vay
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Xserver-SDLAZ B TFED

e XserverXEE L TDebian norootTHEDLN
TWaXserver-SDLABMTEHEFEZTT,

» LV IEXserver-SDLZ #

IRIE TR RN 5,

—

E

I S TH S, Chroot

env DISPLAY =xxx. xxxX.xxx.xxx:0 Ixsession &

Xserver-SDL

Launch these commands on your Linux PC

envy El PLAY=1T2 ﬁ 23 u met city &
env DISPLAY: 1?d 2:0 gimp

To tunnel X over SSH, forward port 6000
in your 55H client

£ E)LAndroid E CEHBE Xserver-SDLAR R

Complete Linux
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ZygoteZ&ZE L TXY—/\%&fFD

Kill Android GUI
setprop ctl.stop media & setprop ctl.stop zygote

Restart Android GUI
setprop ctl.start media & setprop ctl.start zygote

#mount chroot img;cd into folder and other mounts
mount -o loop -t ext4 debian_arm.img deb

cd deb

busybox mount --bind /dev dev

mount -t devpts devpts dev/pts

mount -t proc proc proc

mount -t sysfs sysfs sys

chroot . /bin/bash

#and link fbO
In -s /dev/graphics/fb0 /dev/fb0
startx -- vt1 &

#find display
cd /tmp/.X11-unix && for x in X*; do echo ":S{x#X}"; don

#set display
export DISPLAY=:1

31



ChrootIRIEZB 90 CEELTH D

o #JBAEEE DANdroidiZchrootiZ HEAWLD T,
USB%X MSDCardiZRRBICAVAMN—Il,

HAR D Schrootd~¥ Y RTHEEL,

sudo debootstrap --arch=armhf --variant=minbase --foreign
wheezy /media/PHONE¥ CARD/debian
http://http.debian.net/debian

export SDCARD=/sdcard

export ROOT=SSDCARD/debian

export
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:
SPATH

export HOME=/root

mount -o remount,exec,dev,suid SSDCARD

for fin dev dev/pts proc sys ; do mount -o bind /Sf SROOT/Sf; done
chroot SROOT /bin/bash -

debootstrap/debootstrap --second-stage


http://http.debian.net/debian
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How to root Android 5.0.1 on your Sony SmartWatch 3 (SWR50)

ﬂ Submitted by Michael Roland on Thu, 2015-01-29 17:38

In my previous post | staned to dissect the NFC functionality of our Sony SmartWaich 3 (SWRS50). Unforunately, without having root access It 15 pretty much impossible to explore
the whole file system of the watch. More specifically, the interesting parts of the file system (device files under /dev and certain application binaries under /system/bin) are
concealed from the adb shell user by SELinux. Therefore, we aimed for geting root access on our SWRS50

Luckily, there was already a guide for rooting the SWR50 available on XDA Developers: [GUIDE]J[ROOT] Smartwatch 3 KNX01V. This guide worked like a charm on our watch that
was slill running Android 4.4W (KNXD1V). Unfortunately, we then upgraded to Android 5.0.1 (LWX48P) and, eventhough the su binaries survived the upgrade, the su command no
longer managed to gain root permissions. As a first shot we tried o re-run the rooling boot image from the guide. This wasn't a good idea though. BE WARNED! Booting the
watch with that boot image soft-bricked our device. The device still booted into Android but never started the Android Ul due to haning in an endless loop. After | recovered from
that shock and after some time (hours?') of debugging, | — luckily — managed to recover from that sofi-brick by (simply) wiping the data partition.

So why did this happen?

In order io find out what happened, | downloaded the Android Image Kiichen toolchain and exiracted the root file system from the rooting boot image. Afier analyzing the siartup
scripis of the rooting boot image, the answer o this question was rather simple: This happened because the imt scripts of the boot image perform a whole bunch of
modifications on the data pariition of the waich. While these modifications were just the same that are performed during a regular boot of KNXD1V, these modifications were
incompatible with the new layout of the data parition in Android 5. Hence, Android 5.0.1 (LWX48P) got stuck in a boot loop.

Creating a less intrusive rooting boot image

|, then, decided o create a less intrusive version of the rooting boot image by removing all unneccessary parts of the init scripts. The new image only mounts the system
pariition, staris a minimal set of system componenis and (as the original rooting bool image) executes a script (/sbin/superuser.sh in the root file system of the image)
containing the commands to install the su binaries. Particularly, the new version no longer touches the data partiion. You can download this image here. However, this does not
solve the problem of getting root privileges on Android 5.0.1. The method of rooting included into that image is simply incapable of obtaining root privileges on Android 5.

Getting root on the SWR50 with Android 5.0.1 (LWX48P)

Consequently, | decided o digg a bit deeper into the prerequisites of rooting Android 5. Luckily, Chainfire already did a great job on creating SuperSU for Android and making it
available as an update zip ready to be installed through recovery mode. So all | had to do was to extract the installation script and the installable files from the UPDATE-SuperSU-
v2 40rip file. | used version 2 40, which was the most current version at that time. | then ported the installation script to the /sbin/superuser.sh shell script of the rooting boot
image. Moreover, | reduced the SuperSU installation to only the core components necessary o gain root access through adb shell. Specifically, | included the su binaries for the
SWRS0 hardware platform only and skipped the installation of the SuperSU Ul app. You can download this new image here (and this repository contains the source files for
image creation using Android Image Kitchen). A quick tesi (boot that rooting boot image and wait until the watch reboois into Android) revealed that SuperSU 2 40 is capable of
ahitsining reot nriui?w
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Ubuntu Nexus7 PPA

PPA description

A PPA For Ubuntu on the Asus Nexus?

Adding this PPA to your system

You can update your system with unsupported packages from this untrusted PPA by adding
ppa:ubuntu-nexus7/ppa to your system's Software Sources. (Read about installing)

[> Technical details about this PPA

For questions and bugs with software in this PPA please contact @ The Ubuntu Nexus7 Team.

« Ubuntu Nexus7 Team PPA
V—ROA—-FamOB5IELD
B »dTL),

AVA =5 —H5KemelfthE T—
nd1)FET,

BiF IZUbuntu TouchAB T U
6. ARELELTNET,

i
e
A
T

developers | R B

£ xda-developers = Nexus 7

Google Nexus 7 [fE3

The Nexus 715 a tablet computer designed and developed by Google in conjunction with Astus. It is the first
tablet in the Google Nexus series. The Mexus 7 features a 7-inch (180 mm) display, an Nvidia Tegra 3 quad-core
chip, 1GB of RAM, and 8, 16 or 32 GB of internal storage. Originally released as a WiFi-only tablet, a 3G Cellular
nnnnnnn has been released

SPECS

Released 2012-07-13

Tablet Android 41

130GHz Nvidia Tegra 3 » 1GBRAM 3 1668 RoM

@ 7+ 12804800

Jlo) 1w HSPA+

4325mAh battery 340 grams.
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UbuntuA 2 Ar—7—0DY—A3—F ~

e WgetTAA—U ARSI AO—KR L Cfastboot TEZ AL T,
set -e
echo "SCOUNTER"
echo "# Begining Ubuntu Core Nexus7 installation”; sleep 2
COUNTER=S$((COUNTER+20))
echo "SCOUNTER"
echo "# Erasing boot partition”
sudo -Sp " -- fastboot erase boot <<<"${SPW}"
COUNTER=S((COUNTER+20))
echo "SCOUNTER"
echo "# Flashing boot partition”
sudo -Sp " -- fastboot flash boot ./"S{IMAGES[O]}" <<<"S{SPW}"
COUNTER=S((COUNTER+20))
echo "SCOUNTER"
echo "# Erasing userdata partition”
sudo -Sp " -- fastboot erase userdata <<<"S{SPW}"
COUNTER=S((COUNTER+20))
echo "SCOUNTER"
echo "# Flashing Ubuntu Core root file system"
sudo -Sp " -- fastboot flash userdata ./"S{IMAGES[1]%.*}" <<<"S{SPW}"
COUNTER=S((COUNTER+20))
echo "SCOUNTER"
echo "# Rebooting device"; sleep 2
sudo -Sp " -- fastboot reboot <<<"S{SPW}"

) |
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PC,SuperHftt MacOSX -
MSDOS TFTP,Serial
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ARM Android® Mainline Kernel

1. Y—RO—R7%Zgit-cvs /<vendor>/<name>.
git clone https://android.googlesource.com/device/ti/panda
cd panda

git log --max-count=1 kernel

2. Kernel/X\—a>vdDFzvy
dd if=kernel bs=1 skip=S(LC_ALL=C grep -a -b -
0 S"¥x1f¥x8b¥x08¥x00¥x00¥x00¥x00¥x00' kernel | cut -d ":'-f 1) | zgrep -a 'Linux version'

3.KernelV—2Z2M4&H>O—RK

git clone https://android.googlesource.com/kernel/common.git
git clone https://android.googlesource.com/kernel/tegra.git

4.gccDPATHAIEE

S export PATH= S(pwd)/prebwIts/gcc/llnux x86/arm/arm-eabi-4.6/bin:SPATH

£ L<IFAndroidDEILRY — I Fz—2 %45 o O0—K

git clone https://android.googlesource.com/platform/prebuilts/gcc/linux-x86/arm/arm-eabi-4.6

5.EJLR

export ARCH=arm

export SUBARCH=arm

export CROSS_COMPILE=arm-eabi-

cd omap

git checkout <commit_from_first_step>
make panda_defconfig

make

ZlmageDIEE
export TARGET_PREBUILT_KERNEL=Syour_kernel_path/arch/arm/boot/zImage
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This table lists the name and locations of the kernel sources and binaries:

shamu device/moto/shamu-kernel kernel/msm shamu_defconfig

fugu device/asus/fugu-kernel kernel/x86_64 fugu_defconfig

volantis device/htc/flounder-kernel kernel/tegra flounder_defconfig
hammerhead device/lge/hammerhead-kernel kernel/msm hammerhead_defconfig
flo device/asus/flo-kernel/kernel kernel/msm flo_defconfig

deb device/asus/flo-kernel/kernel kernel/msm flo_defconfig

manta device/samsung/manta/kernel kernel/exynos manta_defconfig

mako device/lge/mako-kernel/kernel kernel/msm mako_defconfig

grouper device/asus/grouper/kernel kernel/tegra tegra3_android_defconfig
tilapia device/asus/grouper/kernel kernel/tegra tegra3_android_defconfig
maguro device/samsung/tuna/kernel kernel/omap tuna_defconfig

toro device/samsung/tuna/kernel kernel/omap tuna_defconfig

panda device/ti/panda/kernel kernel/omap panda_defconfig

stingray device/moto/wingray/kernel kernel/tegra stingray_defconfig
wingray device/moto/wingray/kernel kernel/tegra stingray_defconfig
Crespo device/samsung/crespo/kernel kernel/samsung herring_defconfig
crespodg device/samsung/crespo/kernel kernel/samsung herring_defconfig
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